Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 


Message Text 

CONFIDENTIAL 

PAGE 01 STATE 090265 
ORIGIN PM-04 

INEO OCT-OI EA-07 ISO-00 ERDA-05 CIAE-00 SP-02 INR-07 
NSAE-00 MC-02 /028 R 

DRAETED BY PM/S AS: JNOTARGIACOMO 
APPROVED BY PM MR. ERICSON 
PM/SAS - MR. KOCHANEK 
DOD/DSAA/ISA - MR. BILLINGS 
PM/ISO - MR. SCOTT 
EA - MR. OAKLEY 

22I435Z 063081 /47 

R2I2128Z APR77 

EM SECSTATE WASHDC 

TO AMEMBASSY MANILA 

CJUSMAG MANILA PHILIPPINES 

INEO CINCPAC 

SECDEF 

ICS 

CONFIDENTIAL STATE 090265 

E.O. II652: GDS 
TAGS: MASS, RP 

SUBJECT: FOREIGN DISCLOSURE RELEASE 
REF: CJUSMAG 250655Z MAR 77 

1 . WE ARE NOT PREPARED TO RELEASE THESYSTEMS CITED REETEL. 
CONSEQUENTLY, WE SEE NO ADVANTAGE IN TRYING TO ARGUE THE 
CASE FOR REFUSAL ON TECHNICAL AND BUDGETARY GROUNDS. ON 
THE CONTRARY, THERE IS A REAL DANGER THAT THE RELEASE OE 
SUCH INEORMATION WILL BE VIEWED BY PHILIPPINES AS A SIGNAL 
THAT THE US IS PREPARED TO SELL ADVANCED TECHNOLOGY 
EQUIPMENT AND THAT ONLY ISSUE IS RESOLVING TECHNICAL 
PROOLEMS. 

CONEIDENTIAL 

CONEIDENTIAL 

PAGE 02 STATE 090265 

2. FYI: SALES OF ADVANCED TECHNOLOGY EQUIPMENT ARE A 
SPECIEIC ISSUE UNDER REVIEW AS PART OF OUR OVERALL REVIEW 
OE ARMS TRANSEER POLICY. THUS, EVEN IF WE CONSIDERED THE 
SALE OF THE ITEMS REQUESTED BY THE PHILIPPINES AS JUSTIEIED, 

WHICH WE DO NOT, WE WOULD NOT BE IN A POSITION TO APPROVE 
RELEASE OF THE INEORMATION REQUESTED UNTIL THIS POLICY 
REVIEW IS COMPLETED. THE REVIEW WILL PROBABLY RESULT IN 
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GREATER WORLD-WIDE RESTRICTIONS ON RELEASE OF SUCH ADVANCED 
EQUIPMENT AND ON PROVISION OF INFORMATION. END FYI. 

3. YOU ARE INSTRUCTED TO INFORM THE GOP THAT SALE OF THESE 
ITEMS WOULD BE INCONSISTENT WITH THE ADMINISTRATION'S 

POLICY OF IMPOSINGTIGHTER RESTRICTIONS ON THE TRANSFER OF 
SUCH ADVANCED TECHNOLOGY ITEMS, AND THAT THERE IS NO 
PROSPECT OF APPROVING A GOP REQUEST FOR THEM. UNDER SUCH 
CIRCUMSTANCES RELEASE OF INFORMATION WOULD SERVE NO USEFUL 
PURPOSE AND CAN NOT BE APPROVED. WHILE THESE PARTICULAR 
WEAPONS ARE NOT AVAILABLE, WE ARE OPEN TO GOP/AFP 
SUGGESTIONS ON WHAT OTHER SYSTEMS MIGHT MEET THEIR MILITARY 
REQUIREMENTS. 

VANCE 


CONFIDENTIAL 


NNN 


Margaret P. Grafeid Deciassified/Reieased US Department of State EO Systematic Review 22 May 2009 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 


Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 -Jan-1 994 12:00:00 am 

Channei indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: MILITARY ASSISTANCE, MILITARY EQUIPMENT 

Control Number: n/a 

Copy: SINGLE 

Sent Date: 21 -Apr-1 977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 22 May 2009 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977STATE090265 

Document Source: CORE 

Document Unique ID: 00 

Drafter: JNOTARGIACOMO 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Expiration: 

Film Number: D7701 40-0610 

Format: TEL 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1977/newtext/t19770432/aaaabbji.tel 

Line Count: 77 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 
Message ID: 504130a1-c288-dd1 1-92da-001cc4696bcc 
Office: ORIGIN PM 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 
Reference: n/a 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 23-Feb-2005 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 2733809 
Secure: OPEN 
Status: NATIVE 

Subject: FOREIGN DISCLOSURE RELEASE 
TAGS: MASS, RP 
To: MANILA CJUSMAG MANILA 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/5041 30a1 -c288-dd1 1 -92da-001 cc4696bcc 
Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
22 May 2009 

Markings: Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 



